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It’s all about people – ML/AI risks

Identify outstanding questions

What are we missing? 
Image Credit : Andy Kelly on Unsplash
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STARTS & ENDS 
WITH PEOPLE

Starts & Ends with PEOPLE



What is AI?

The AI 
Continuum

Predict

Capable of analyzing data and producing 

probabilistic predictions based on the data

Act

Rule-based automation like Cruise 

Control

Learn

Learn to perform tasks without being 

explicitly programmed to do so
Relate

Qualifies emotional states from our text, 

voice, and body language.

Master

Intelligent agents capable of 

constructing abstract concepts and 

strategic plans from data

Evolve

Entities capable of dynamically changing their own 

architecture to adapt to environmental needs

Create
Producing original writing, imagery, 

music, or software

Mariya Yao, The Machine Intelligence Continuum 
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Action Items

Five Levels of Concern

The relationship 
between the use of 

personal data and the 
public expectation of 

privacy. 

A bias or prejudice 
that is present but not 

consciously held or 
recognized

Assuming 
responsibility for 

decisions, actions, 
and project outcomes

The ability to shape 
one's life choices

The process of 
creating value by 

applying novel 
solutions to 

meaningful problems

Personal Privacy Implicit Bias Accountability Human Agency Innovation
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Personal Privacy

Data is eating the World

Digital Curtains - Data protection vs 
Personal Privacy.

Surveillance Capitalism
Zuboff - Those that collect and control 
these “transactions” control us

The Asymmetry of 
Information
The commercial use of the private and 
sensitive data – can we leverage insights 
without transferring data?  

A Digital Bill of Rights
GDPR, The Digital Services Act, The Digital Markets 
Act. The right to know, to modify, to delete, to be 
forgotten

Image Credit : Jesse K.

Rahnama and Pentland, The New Rules of Data Privacy, HBR
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Definitions

Implicit Bias

Data Bias
Sample, prejudicial, and measurement 
bias

Algorithmic Bias
Bias and variance are interdependent 
algorithmic properties that influence 
prediction

Business Logic
Coding the real-world business rules 
that determine how data can be 
created, aggregated, and modified
Ethics
Frameworks for determining governance, fair 
practices, and  corporate digital 
responsibility  

Image Credit : Oladimeji Odunsi

Kangralkar S., Types of Biases in Data, Medium
Permission use ©2024 The Business Analytics Institute (Grenoble, Fr)

https://towardsdatascience.com/types-of-biases-in-data-cafc4f2634fb


Managerial Accountability (CDR)

Profiling
Extrapolating information about a person 
based on known traits or tendencies 

Automated Decision-Making
Assess governance structures, understand 
the data, define performance metrics, 
review monitoring plans

The Black Box
The challenges of interpretability, 
fairness, and robustness

The AI Life Cycle
Design, development, deployment, 
monitoring

Image Credit Roland Samuel

Sanford S., How to Build Accountability into Your AI, HBR
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https://hbr.org/2021/08/how-to-build-accountability-into-your-ai


Definitions

Human Agency

Freedom of Thought
The freedom to hold or consider a fact, 
viewpoint, or idea independently

Freedom of Action
The ability to shape one's individual choices

Singularity

The  point in time at which technological growth 
becomes uncontrollable and irreversible

HI vs AI
How can human and machine intelligence 
work best together? Image Credit : Antoine Beauvillain

Alegre S., Protecting Freedom of Thought in the Digital Age, CIGI
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Organizational Innovation

Invention vs Innovation
the Obscure Features Hypothesis - “Novel and 
without precedent” vs “change that creates 
value”   

Processes and Paradigms
“Changing the way you address customer 
challenges” vs “changing the way you think 
about business”

Deep Learning
Imitating how the human brain processes 
information and takes decisions

Narrative Economics
How can we maximize the value of digital 
innovation to benefit individuals, societies, and 
environments by leveraging value and 
governance? 

Image Credit : Dragos Gontariu on Unsplash

Davis, N. , Technology and the power of narratives in times of uncertainty, Unicef
Permission use ©2024 The Business Analytics Institute (Grenoble, Fr)

https://www.unicef.org/globalinsight/stories/technology-and-power-narratives-times-uncertainty


Building socio-technical trustBuilding socio-technical trust

Computer Science concept

“accepted dependence[1]”, Trusted Platform 
(TPM), etc.   

Concepts of trust
Different terminology for trust-related concepts:
ethical vs. trustworthy machine learning

ML/DL
cyber security experts: secure and privacy 
preserving // activists: ethical // machine 
learning experts: accurate and efficient

Reality 
Everyone has their own interpretation and 
perception of trust whether technical or 
social in nature.  (Algirdas, et al, 2004)[1]



Building socio-technical trust

Explainability
should also ensure Legibility – technical 
explanations increase transparency only for 
those with technical expertise.   

Transparency
Informational transparency: providing 
information about technical functions;
Participatory transparency: providing 
opportunities for public scrutiny or 
engagement;
Accountability transparency: providing 
mechanisms for the public to hold decision-
makers to account.

Reality 
We move beyond purely technical 
approaches to XAI. 

Explainable AI (XAI)

SOCIAL SCIENCES

HUMAN-
COMPUTER 
INTERFACE

ARTIFICIAL 
INTELLIGENCE

XAI



Trustworthiness: in reality

Benevolence

Integrity

Ability

Predict-
ability

Humane

Environ
mental

Technolog
ical

Trustworthy 
Machine 
Learning

Frameworks

Technical 
Solutions

2 Approaches in ML
Principled and Technological solution to meet 
‘trustworthy’ criteria.   

Principled Framework
High Level
Informational transparency: 
providing information about 
technical functions;
Participatory transparency: 
providing opportunities for public 
scrutiny or engagement;
Accountability transparency: 
providing mechanisms for the 
public.

Reality 

We move beyond purely technical 
approaches to XAI. 



Building socio-technical trustChain of Trust

Chain of trust
implementing Fairness, Explainability, Auditability 
& Safety (FEAS) technologies . Trust propagates 
gradually in the machine learning pipeline.  

Benefits in building trust
Different Stages impact on each other
Algorithm iterates through the stages during its 
lifecycle
Technology decisions in all stages impact others.
Opportunity to respond to accidents, sudden 
breakdowns of trust or failures effectively.

Two trust focused sections
Data Related Trust Solutions
Model Related Trust Solutions

The relationship between trust in AI and trustworthy machine learning technologies FAT* ’20, January 27–30, 2020, Barcelona, Spain

output, i.e. the machine learning model. In this function, θ 2 Θ

denotesaset of values that istuned for theoptimal operation of f .θ

is calculated based on a pre-de ned loss function that measures the

similarity or dissimilarity between samples. The input of a model,

x, correspond to a set of features which is a vector of values that

represents to data, a.k.a. dataset. Finally, y represents the output

of the algorithm to ful l the task that it meant to undergo, i.e.

supervised, unsupervised and reinforcement learning.

In supervised learning, the output y is meant to be an assign-

ment of the input x to a pre-de ned label set. Supervised Learning

algorithms are mainly used in object recognition [54], machine

translation [83], ltering spams [32], etc. For example, a fraud de-

tection classi er would assign two labels (fraud or benign) to an

input feature which is derived from a transaction.

Unsupervised Learning methods are used when the input x and

output y are both unlabelled. In these methods, the task is to de-

termine a function fθ that takes x as input and detects a hidden

pattern representation asoutput,y.Theproblemsthat unsupervised

learning tackles include grouped a dataset based on a similarity

metric (a.k.a clustering [48]), projecting data to a reduced dimen-

sion space (e.g. PCA methods [53]) and pre–training algorithms for

the other tasks (i.e. pre–processing methods) [36].

Reinforcement Learning [84] methodsmapsx to a set of policies

asy. In these techniques, fθ determines an action, an observation

or a reward (y) that should be taken into account when situation x

isobserved. Reinforcement learning techniques areconcerned with

how an agent, suppose a rescue robot, should behave under certain

circumstances to maximise the chances of ful lling a purpose.

3.2 Machine Learning Pipel ine

Regardless of the task, the use of any machine learning algorithm

implies activities in various stages, called the pipeline. This is de-

picted in Figure 2 through the chain of circles. First, one collects

the data from a source and store the digital representation in a

database (‘DataCollection’ in Figure2) . Then, such data undergoes

pre-processing methods to extract certain features, asx in the ma-

chine learning equation, labelled ‘Data Preparation’ and ‘Feature

Extraction’, respectively.

When x is ready to be processed for the supposed task, the

features are divided into at least two groups to attain two purposes.

The rst group of features (‘Training’ in Figure 2) are used to tune

θ to optimise theoutput (y) of the function f . The group of features

for this purpose is called the training data. The training process

can be o ine or online, depending on how static the training data

is with respect to the life-cycle of a model. The online fashion deals

with dynamic training in which the model re-tunesθ when new

training data arrives. In contrast, in o ine mode, the training stage

only operates once on a static training dataset.

The second group of features is used for the purpose of verify-

ing the generalisation of the fθ parameters when the model faces

an unknown parameters when new training data appears in the

process (‘Testing’ in Figure 2). Veri cation is done by assessing

the e ciency of the performance through some chosen metric. For

example, in classi cation, a typical accuracy metric is the propor-

tion of the test data that has been mapped to their original label

correctly by fθ . The features and data used at the testing stage are

Trustworthiness

Data

Collection

Data

Preparation

Feature

Extraction

Training Testing

Inference

Figure 2: Various stages in the machine learning pipel ine,

motivating the notion of a Chain of Trust.

called test data. When the model passes the veri cation stage with

a su ciently good performance, then they are applied in the wild.

This stage is known as ‘Inference’, in which the trained model is

deployed to face unseen data. In this context, θ is xed and y is

computed for fθ (x) when x isunknown (i.e. not contained in either

test and training datasets).

In a real–world context, a machine learning system is designed

and implemented for a certain use case. Let us consider face recog-

nition asan example of how thepipeline functions. Therecognition

system is based on a machine learning algorithm, fθ (x), that dis-

tinguishes facial properties and maps them on a pre–de ned set

of authorised people. This is the supervised learning task. Before

the deployment of the system, a large number of facial samples is

collected, selected and prepared for thesystem. For instance, images

with corrupt or blurred faces may be removed or the lightening

of the images is re-balanced. This is done in the data collection

and data preparation stages of the machine learning pipeline. The

input to the algorithm, x, is a set of features derived from the facial

image samples using image processing techniques. This is the fea-

ture extraction stage. Then, the algorithm is trained (optimising θ)

with a set of pre–labelled facial images from the sample collection,

the training set. After that, in the testing stage, the trained algo-

rithm is tested with another unknown set of facial image samples

verifying the accuracy of its recognition. Finally, in the inference

stage, the trained and tested system isdeployed in areal-life setting,

categorising images of ‘new’ faces captured in real–time.

In what follows we group some of the stages in the machine

learning pipeline. The rst group of stagesconcerns data-centric as-

pects, involving datacollection methods, pre-processing techniques

and extraction of useful features for the analysis. The second group

of stages is model-centric, the stages in Figure 2 that deal with

the tuning the model to the best performance (‘Training’ stage),

evaluating the trained model for con rmation of the desirable per-

formance (‘Testing’ stage) and deployment of the model for the

real-world application (‘Inference’ stage).



Recap & Wicked Problems

Fairness, 
Explainability, 
Auditability & Safety 
underpins Data 
governance concerns to 
generate trustworthy 
technologies:
Data-related trust 
solutions
Model-related trust 
solutions

“FEAS”

Data governance 
surrounds regulatory 
compliance issues.

For technicians:
Accepted dependence
Trusted Platform 
(TPM), etc.

TECHNICAL 

TRUST

In case of machine 
learning: 
secure and privacy 
preserving

activists:
ethical 
machine learning experts: 
accurate and efficient
ethical vs. trustworthy 
machine learning
.

SOCIAL TRUST

Today, AI and GAI are 
rapidly evolving. 

RISK MANAGEMENT
SAFETY
HOW TO CONTAIN?
SKILLS GAP?

FUTURE - 

CONTAINMENT



Why care? 





What is Corporate Digital Responsibility (CDR) 

18

Corporate Digital Responsibility (CDR) is a set of practices 
and behaviours that help an organisation use data and digital 

technologies in ways that are perceived as socially, economically, 
and environmentally responsible.

Environmental
Sustainability

Digital
Ethics

Inclusion, 
Accessibility & Diversity

Privacy,
Safety Online

(Permissioned use from Price, R. 2023)



CSR vs CDR 

Images used CC BY ND from corporatedigitalresponsibility.net



CDR: 7 core principles/manifesto 



Data/digital = a human right 



Collective Responsibility (CDR) 



Graphic Intel®: https://software.intel.com/content/www/us/en/develop/articles/infographic-get-started-with-ai-development-today.html

DL/ML/AI 



ML – an objective process? 

“TRUST = 
CURRENCY OF 
INNOVATION”

Mastercard/HBS (2022)



Benevolence

Integrity

Ability

Predict-
ability

ABI+ MODEL TRUST ML/AI
GEN AI

Trust & CDR 



Increasing reliability on ML/AI 



GEN AI – TURING’S 
CHILD:

LOOK WHAT I 
CREATED!!!

 = CRITICAL THINKING

“HUMAN IN THE LOOP” 
RESPONSIBILITY

CDR

GenAI & CDR 



Are humans rational? 

“The only problem with common sense
Is that it is not very common” 

Voltaire



Rationality & CDR

Ambiguity effect
Anchoring 
Attentional bias 
Availability heuristic 
Availability cascade 
Backfire
Bandwagon effect 
Groupthink
Herd behaviour
Base rate fallacy
Belief bias 
Bias blind spot 
Choice-supportive bias
Clustering 
Confirmation 
Congruence bias 
Conjunction
Conservatism - Bayesian
Contrast 
Curse of knowledge 
Decoy effect 
Denomination effect
Distinction bias 
Duration neglect 
Empathy gap 
Endowment effect 
Essentialism
Exaggerated 
Experimenter's 
Expectation bias 
False-consensus
Functional fixedness

Focusing effect
Forer effect
Barnum 
Framing effect 
Recency illusion
Gambler's law of large numbers
Hard-easy effect 
Hindsight bias 
Hostile media effect
Hot-hand fallacy
Hyperbolic discounting 
Dynamic inconsistency.
Identifiable victim effect 
Illusion of control
Illusion of validity
Illusory correlation 
Impact bias
Information bias 
Insensitivity to sample size
Irrational Just-world 
Less-is-better effect 
Loss aversion
Sunk cost effects 
Ludic fallacy 
Memory bias
Mere exposure effect
Mirror-imaging
Money illusion 
Moral credential effect
Negativity bias 
Neglect of probability 
Normalcy bias

Observation selection 
Observer-expectancy effect 
Subject-expectancy effect
Omission bias 
Optimism bias 
Wishful thinking, 
Valence effect
Positive outcome bias
Ostrich effect
Overconfidence
Pareidolia 
Pessimism bias.
Planning fallacy 
Post-purchase rationalization 
Pro-innovation bias 
Pseudocertainty 
Reactive devaluation 
Recency bias 
Recency illusion 
Restraint bias
Rhyme as reason effect 
Risk compensation 
Peltzman effect
Selective perception 
Semmelweis reflex
Selection Social comparison 
Social desirability bias 
Status quo bias 
Stereotyping 
Subadditivity effect 
Subjective validation 
Survivorship 

Survivorship bias
Texas sharpshooter fallacy 
Time-saving bias 
Unit bias 
Well travelled road effect 
Zero-risk bias



Image source: https://cryptopop.net/2017/09/19/innovation-vs-regulation/

Regulatory landscape 



Digital Containment 



UKFin+ Network: Academic collaborAction



UKFin+ Network: Agile project/MVP

In online black markets (OBMs) many sell and
buy cyber vulnerabilities and cybercrime
services. Other actors can resell, repackage,
or use such vulnerabilities for hacking or to
develop information security solutions. How
OBMs work and maintain the fragile balance
of ethics, entrepreneurship and innovation,
raises a wicked problem for law enforcement,
regulators, businesses and researchers.
While the primary consideration is for the
potential harm, the value created for fintech
services and society deserves more
attention.



Hub for Responsible Growth: ESG 

The Hub & Co-Labs Midlands has been 
developed to help Midlands firms bridge 
business gaps, and address industry-wide 
issues with a starting focus on managing 
risks and regulations, breaking down silos. 

Joining the Hub and Co-Labs enables 
organisations to collaborate in resolving the 
current ESG risk and compliance practical 
challenges facing industry.  This includes, co-
creating opensource ESG metrics and exploring 
real time deep fake video detection service. This 
will increase awareness of deep fake fraud and 
create a standard in terminology and knowledge 
of the relevant problem statements and use 
cases, testing and adoption – specifically for 
organisations using video identification 
verification tools. This is underpinned by data-
driven evidence, tailored solutions and rigorous 
academic research.

Quarterly Private 
Peer Leadership 

Sessions

Data metric 
benchmarking 

Access latest cutting 
edge academic ESG 

research

Share challenges and 
best practices with 
peers, to accelerate 

change!

Integrate learnings 
from gap analysis 

case models!

Data driven way to test, 
learn and refine the 

impact of your 
solutions!



Hub/Co-Lab model*

Global Collaboration, Local Value

Community

Curation

Creation

o Ecosystem is global and local, enabling local value + growth

o Events, briefings, content, working groups, Q&A

o Collaboration model, impact-focused business model

o Creating a global, transparent, structured curation model

o Benchmarking data that ‘breaks the mould’ and allows ‘good’ bias

o Ensuring better outcomes for all, by fairer access to support

o Creating services, solutions and support – bridging business + tech

o Industry Platforms, Hackathons, Proof of Concepts

o Democratising value, ensuring long term value and adoption

*Copyright Co-Labs ©



EU AI Act: consideration/context

The European Union's AI Act represents a pioneering step towards regulating artificial intelligence, 
with a particular focus on high-risk AI systems. Central to this regulatory framework is the concept 
of post-market monitoring, a process designed to ensure that AI systems continue to operate safely 
and in compliance with established standards throughout their lifecycle. This involves the 
systematic collection, documentation, and analysis of performance data, enabling providers to 
assess and maintain the integrity of AI systems post-deployment (Shaw, 2024). 



CDR, Your Responsibility & Why Now?

CDR: A FRAMEWORK TO 
GUIDE IMPACT DECISION 

MAKING
• Measurement of everything, 

calculators galore, will NOT save 
society and the planet. 

• Pragmatic and disruptive innovations, 
using digital technologies, must solve 
challenges and create value. It is all we 
understand.

(Permissioned use from Price, R. 2023)
https://digitalresponsibilityforum.com/
https://corporatedigitalresponsibility.net/

https://digitalresponsibilityforum.com/
https://corporatedigitalresponsibility.net/


STARTS & ENDS 
WITH PEOPLE

Starts & Ends with PEOPLE
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